Efficient Similarity Search over Encrypted Data

ABSTRACT
amount of data have been stored in the cloud. Although cloud based services offer many advantages, privacy and security of the sensitive data is a big concern. To mitigate the concerns, it is desirable to outsource sensitive data in encrypted form.
Encrypted storage protects the data against illegal access, but it complicates some basic, yet important functionality such as the search on the data. To achieve search over encrypted data without compromising the privacy, considerable amount of searchable encryption schemes have been proposed in the literature. However, almost all of them handle exact query matching but not similarity matching; a crucial requirement for real world applications. Although some sophisticated secure multi-party computation based cryptographic techniques are available for similarity tests, they are computationally intensive and do not scale for large data sources.
Existing System
In today’s data intensive environment, cloud computing becomesprevalent due to the fact that it removes the burden of large scale data management in a cost effective manner. Hence, huge amount of data, ranging from personal health records to e-mails, are increasingly outsourced into the cloud. At the same time, transfer of sensitive data to untrusted cloud servers leads to concerns about its privacy.

Proposed System
we propose an efficient scheme for similarity search over encrypted data. To do so, we utilize a state-of-theart algorithm for fast near neighbor search in high dimensional spaces called locality sensitive hashing. To ensure the confidentiality of the sensitive data, we provide a rigorous security definition and prove the

security of the proposed scheme under the provided definition. In addition, we provide a real world application of the proposed scheme and verify the theoretical results with empirical observations on a real dataset.

Modules:-
1. KeyGeneration
2. Indexconstruction
3. DataEncryption
4. Data Decryption
5. Search

SYSTEM REQUIREMENT:
Hardware Requirements
· System		: Pentium IV 2.4 GHz 
· Hard disk		: 40 GB
· Monitor		: 15 VGA colour
· Mouse		: Logitech.
· Ram			: 256 MB
· Keyboard		: 110 keys enhanced.






Software Requirements

1. Operating System :           Windows

1. Programming  language:   c#.Net

1. Web-Technology:               ASP

1. Front-End:                          ASP.NET

1. Back-End:                           SQL SERVER

